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RMKS/1. CANCEL REF A. THIS UPDATES GUIDANCE FOR SHIPS REQUIRING

IP CONNECTIVITY DURING COMMERCIAL SHIPYARD AVAILABILITIES.

2.  PROCEDURES ARE OUTLINED BELOW:

  A. AS EARLY AS POSSIBLE PRIOR TO THE SCHEDULED AVAILABILITY, THE

SHIP WILL SUBMIT A 2-KILO REQUESTING T-1 ACTIVATION AND ENSURE

THE 2-KILO IS INCORPORATED INTO THE SHIPYARD WORK PACKAGE.

ONCE THE REQUIREMENT IS IN THE WORK PACKAGE, IT IS A SHIPYARD

RESPONSIBILITY TO PROVIDE T-1 ACCESS TO THE SHIP'S LOCATION AS

WELL AS THE BERTHING BARGE IF REQUIRED.

  B. THE SHIP WILL SUBMIT A T-1 ACTIVATION REQUEST IAW REFS B AND C

TO NCTAMS LANT N2/N3/N31 WITH AS MUCH ADVANCE NOTICE AS

POSSIBLE TO ALLOW NCTAMS LANT SUFFICIENT TIME TO PREPARE FOR

THE T-1 ACTIVATION.

  C. FOR NIPRNET ACCESS WHILE IN COMMERCIAL SHIPYARDS, A KG-84A

ENCRYPTION DEVICE MUST BE INSTALLED BETWEEN THE NIPRNET ROUTER AND 

THE CSU/DSU TO PROVIDE ENCRYPTION OF NIPRNET TRAFFIC AS THE CURRENT 

SHIPBOARD NIPRNET CIRCUIT ARRANGEMENT DOES NOT PROVIDE THIS ENCRYPTION 

OF THE NIPRNET PATH IN A PIER CONNECTIVITY ENVIRONMENT. CONCURRENT WITH 

THE 2-KILO REQUEST FOR T-1 ACTIVIATION, SHIPS WILL SUBMIT A SEPARATE 2-KILO

REQUESTING THE INTEGRATION OF A SHIP-PROVIDED KG-84A IN THE

SHIPBOARD NIPRNET PATH. THE SHIP WILL PROVIDE THE KG-84 FOR THIS

INTEGRATION. ONCE THE 2-KILO IS SUBMITTED, THE SHIP SHOULD CONTACT ORIG TO COORDINATE INTEGRATION OF THE KG-84A. CNSL TYPE DESK OFFICER (TDO) WILL PROVIDE FUNDING FOR AN AIT TO CONDUCT A SITE SURVEY, INSTALL THE SHIP-PROIVIDED 

KG-84A TO FACILITATE CONNECTION TO THE CSU/DSU AND NIPRNET ROUTER VIA

THE SB-4124/WSC PATCH PANEL.

  D. THE SHIPBOARD SIPRNET PATH REQUIRES NO MODIFICATION FOR USE IN 

A COMMERCIAL SHIPYARD ENVIRONMENT.

3. REGULAR DIAL-UP CAPABILITY CAN BE OBTAINED BY USING AN AT&T

1910 SECURE DATA DEVICE (SDD) FOR NIPRNET/SIPRNET SUPPORT UNTIL

T-1 ACTIVATION IS COMPLETE.  AN SDD IS NEEDED FOR EACH PATH. SHIPS

WILL FOLLOW ESTABLISHED COMSEC MATERIAL MANAGEMENT PROCEDURES IAW 

REF D TO PROCURE SDD'S IF NEEDED.

4. IF THE SHIPYARD AVAILABILTY REQUIRES SHIP'S FORCE TO MOVE ABOARD A BARGE, CONSIDERATION OF NETWORK REQUIREMENTS TO INCLUDE SECURITY ISSUES MUST BE ASSESSED. ADDITIONALLY, AN INCREASED COST IS INCURRED FOR INTEGRATING A KG-84A CAPABILITY IN BOTH THE SHIP AND BARGE. THE SHIP SHOULD CONDUCT A SITE VISIT

TO THE BARGE TO EVALUATE SUITABILITY AND ADDITIONAL REQUIREMENTS. SHIPYARD NETWORK COMPONENTS (SERVERS, ROUTER, CSU/DSU, CRYPTO GEAR MUST BE RELOCATED FROM THE SHIP TO THE BARGE, WHICH MAY REQUIRE THE ASSISTANCE OF FTSCLANT. CONTACT

POC TO DISCUSS OPTIONS AND LIMITATIONS OF IMPLENTATING A BARGE NETWORK FOR NIPR/SIPR CONNECTIVITY.

5. NOTIONAL TIMELINE:

  A. 1 YEAR PRIOR TO SHIPYARD AVAILABILITY; ENTER 2K FOR T-1

CONNECTIVITY INTO SHIP'S WORK PACKAGE.

  B. 3 MONTHS PRIOR TO SHIPYARD AVAILABILITY; ENTER 2K FOR KG-84

INTEGRATION INTO NIPRNET COMMUNICATIONS PATH IF MODIFICATION

HAS NOT PREVIOUSLY BEEN COMPLETED.

  C. 1 MONTH PRIOR TO SHIPYARD AVAILABITY;

    1) IDENTIFY THE LOCAL SHIPYARD THAT HAS BEEN AWARDED THE AVAILABILITY.

    2) VERIFY THROUGH SUPSHIP PROJECT MANAGER THAT T-1 CONNECTIVITY

       PROJECT IS ON TRACK AT INTENDED SHIPYARD.

    3) ENSURE AN AIT HAS CONDUCTED SHIPCHECK OF KG-84A NIPR INTEGRATION.

    4) DETERMINE IF BARGE REQUIREMENT EXISTS. CONDUCT SITE

       INSPECTION OF BARGE.

    5) COMPLETE KG-84 NIPRNET INTEGRATION (TAKES 5 - 10 DAYS).

    6) SUBMIT TERMINATION REQUEST TO NCTAMS LANT.

6. SINCE IMPLEMENTATING COMMERICAL SHIPYARD PIER CONNECTIVITY, SHIPS HAVE ACHIEVED VARYING LEVELS OF SUCCESS. THE ONE CONSTANT OF SUCCESSFUL 

ACTIVATION HAS BEEN EARLY LIASION WITH SUPSHIP PROJECT MANAGERS, NCTAMS 

LANT AND CNSL N621/TDO. ESTABLISHING EARLY CONTACT WILL ENSURE A SMOOTHLESS 

IP TRANSITION TO THE YARDS.
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