INSURV QUARTERLY SURFACE SHIP MESSAGE NR 009

COMBAT SYSTEM RELATED ISSUES

- AAW AND SELF-DEFENSE DTE

- ANTENNA MAINTENANCE

- RECURRING ANTENNA DEFICIENCIES

- NAVIGATION

- OPERATION SYSTEMS COMMON DEFICIENCIES

- NETWORKS
R 141356Z NOV 00 

FM PRESINSURV NORFOLK VA//00//

TO CNO WASHINGTON DC /N09/N096/N09B/N3/N4/N43/N45/N454/N5/N6/N8/N86/N87/N88//

CINCLANTFLT NORFOLK VA//N01/N3/N4/N43/N45/N46/N465/N467/N6//

CINCPACFLT PEARL HARBOR HI//01/N3/N4/N43/N45/N46/N466/N6//

COMNAVSURFLANT NORFOLK VA //N00/N01/N3/N4/N41/N43/N44/N45/N6/N8//

COMNAVSURFPAC SAN DIEGO CA //N00/N01/N3/N4/N41/N43/N44/N418/N6/N8//

COMNAVAIRLANT NORFOLK VA//N00/N01/N3/N43/N45/N454/N8//

COMNAVAIRPAC SAN DIEGO CA//N00/N01/N3/N43/N45/N454/N8//

COMSUBLANT NORFOLK VA//01/N3/N4/N45/N451//

COMSUBPAC PEARL HARBOR HI//01/N3/N4/N45/N451//

COMSC WASHINGTON DC//N00/N01/N00S/N4/N42/PM1/PM2//

COMSCLANT NORFOLK VA//N4/N47//

COMSCPAC SAN DIEGO CA//N4/N47//


INFO COMNAVSEASYSCOM WASHINGTON DC //00/00TA2/05/05D/05L/05P/05U/05Z/91/91W/915/92TE//

PEO THEATER SURFACE COMBATANTS WASHINGTON DC //PMS400D/PMS400F//

PEO EXW WASHINGTON DC//00/01/PMS317/PMS325/PMS377/PMS470//

PEO MUW WASHINGTON DC//00/PMS490//

BUMED WASHINGTON DC//02/24/242//

CNET PENSACOLA FL//01/00X1//

COMSECONDFLT

COMCARGRU FOUR

NETPDTC PENSACOLA FL//N34//

NAVICP MECHANICSBURG PA//NAVICP-04//

COMNAVSUPSYSCOM MECHANICSBURG PA//04/41/42/424/51//

NAVMEDLOGCOM FT DETRICK MD//03//

NAVSURFWARCEN SHIPSYSENGSTA PHILADELPHIA PA//9750//

COMNAVSAFECEN NORFOLK VA//00/01/30/35//

SERVSCOLCOM GREAT LAKES IL//00/20/30/40//

COMAFLOATRAGRU ATLANTIC NORFOLK VA//00//

COMAFLOATRAGRUPAC SAN DIEGO CA//00//

NAVENVIRHLTHCEN NORFOLK VA//00/01/IH//

NAVOSHENVTRACEN NORFOLK VA//00/01//

SWOSCOLCOM NEWPORT RI//60//

COMNAVSURFRESFOR NEW ORLEANS LA//00//

INSURVLANT NORFOLK VA//00//

INSURVPAC SAN DIEGO CA//00//

FTSCLANT NORFOLK VA//00/4100/4200//

FTSCPAC SAN DIEGO CA//00/300/308//


UNCLAS //N04730//

MSGID/GENADMIN/PRESINSURV/NOV//

SUBJ/INSURV QUARTERLY SURFACE SHIP MESSAGE NR 009//

REF/A/DODINST 5200.40//

REF/B/ITSG 99-1//

NARR/REF A IS DEPARTMENT OF DEFENSE INFORMATION TECHNOLOGY SECURITY

CERTIFICATION AND ACCREDITATION PROCESS (DITSCAP) DTD 30 DEC 97.

REF B IS DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER INFORMATION

TECHNOLOGY STANDARDS GUIDANCE (ITSG) DTD 05 APR 99//


RMKS/1. FOR TYCOMS: REQUEST THIS MESSAGE BE READDRESSED FOR WIDEST

DISSEMINATION TO APPROPRIATE SURFACE UNITS AND ISICS.


2. THIS QUARTERLY MESSAGE IS INTENDED TO PROVIDE INFORMATION THAT

WILL HELP IMPROVE SURFACE FLEET MATERIAL CONDITION. THE FOLLOWING

COMBAT SYSTEM RELATED ISSUES ARE HIGHLIGHTED:

- AAW AND SELF-DEFENSE DTE

- ANTENNA MAINTENANCE

- RECURRING ANTENNA DEFICIENCIES

- NAVIGATION

- OPERATION SYSTEMS COMMON DEFICIENCIES

- NETWORKS


3. DETECT-TO-ENGAGE DEMONSTRATIONS: INSURV HAS CHANGED THE GRADING

FOR THESE DEMONSTRATIONS TO ALIGN WITH FXP-2 GRADING CRITERIA.

INSURV WILL MAINTAIN SEPARATE DEMONSTRATIONS & GRADES FOR AREA AAW

AND SELF DEFENSE DTE DEMOS.


4. ANTENNA MAINTENANCE: THE BOARD HAS NOTED A FLEET-WIDE DOWNWARD

SLIDE IN ANTENNA MAINTENANCE. THE MOST COMMON CAUSE FOR POOR ANTENNA

MAINTENANCE HAS BEEN A LACK OF MAINTENANCE KNOWLEDGE ON THE PART OF

THE MAINTENANCE TECHNICIAN. IT IS RECOMMENDED THAT SHIPS COMPLETE

THE FOLLOWING FOUR STEP SELF ASSESSMENT:

A. ASSIGN AN IT PETTY OFFICER (AND IF POSSIBLE, AN ET PETTY OFFICER)

TO THE ANTENNA MAINTENANCE TEAM.

B. SEND THE MAINTENANCE TEAM TO THE TWO-DAY ANTENNA MAINTENANCE

COURSE OFFERED BY FTSCLANT/PAC.

C. COMPLETE AN ANTENNA SURVEY. IF NEEDED, FTSCLANT/PAC TECHNICAL

ASSISTANCE CAN SUPPORT THIS SURVEY.

D. DOCUMENT AND CORRECT THE DEFICIENCIES.


5. THE MOST COMMON RECURRING ANTENNA DEFICIENCIES WITH RECOMMENDED

SOLUTIONS ARE:

A. DIRTY BOWL INSULATORS. CLEAN AND PRESERVE WITH SILICONE COMPOUND

IAW PMS 4400 Q-14R.

B. WHIP ANTENNA IS LOOSE AT THE CENTER. TIGHTEN ANTENNA IAW PMS

4400/4411 U-10.

C. ANTENNA FEED WIRE PRESERVATION IS DETERIORATED. CLEAN AND

PRESERVE FEED WIRE IAW PMS 4400/Q-14R.

D. ANTENNA CONNECTOR PRESERVATION IS DETERIORATED. CLEAN AND

PRESERVE CONNECTOR IAW PMS 4400/Q-14R.

E. HF WHIP ANTENNA/HF FAN WIRE ANTENNA HAS AN INSULATION RESISTANCE

THAT READS LESS THAN 100 MEGOHMS. CLEAN INSULATOR WITH SOAPY WATER

AND ALCOHOL. IF PROBLEM CONTINUES, REPLACE ANTENNA IAW PMS

4400/Q-14R.

F. ANTENNA PRESERVATION IS DETERIORATED. CLEAN, PAINT AND PRESERVE

ANTENNA IAW PMS 4400/Q-14R.

G. ANTENNA VISUAL STANDING WAVE RATIO (VSWR) EXCEEDS SPECIFICATION.

INVESTIGATE THE TRANSMISSION LINE, ANTENNA, AND CONNECTORS TO

DETERMINE CAUSE.

H. TIME DOMAIN REFRACTOMETER (TDR) TEST INDICATES DISCONTINUITY IN

THE TRANSMISSION LINE. INVESTIGATE THE TRANSMISSION LINE AND

CONNECTOR FOR MOISTURE EXPOSURE. CHECK FITTINGS FOR TIGHTNESS.

I. FERROUS HARDWARE IS USED TO MOUNT THE ANTENNA. REPLACE WITH

NONFERROUS HARDWARE IAW PMS 4400 Q-14R/S-13.

J. HF ANTENNA FAN WIRE ADAPTER FEED ASSEMBLY IS LOOSE. TIGHTEN

ADAPTER FEED ASSEMBLY IAW PMS 4400/A-35R.

K. ANTENNA COUPLER BOND STRAPS ARE NOT INSTALLED. INSTALL IAW PMS

4400/U-10.

L. ANTENNA COUPLER HAS LOW NITROGEN PRESSURE. CHECK LINE FOR LEAKS

THEN CHARGE SYSTEM WITH NITROGEN IAW PMS 4400/M-43.

M. ANTENNA COUPLER NITROGEN SYSTEM HAS BROKEN GAUGE. REPLACE GAUGE

IAW PMS 4400/U-10.

N. HF ANTENNA FAN WIRE PRESERVATION IS DETERIORATED (APEX INSULATOR

LOOKS DRY, ADAPTER FEED ASSEMBLY LOOKS DRY, ETC). CLEAN AND PRESERVE

FAN WIRE ANTENNA IAW PMS 4400/4411 A-35R.


6. NAVIGATION SYSTEMS:

THE MOST COMMON RECURRING NAVIGATION DEFICIENCIES ARE:

A. NAVIGATION LIGHT PANEL (NLP). NAVIGATION PERSONNEL WERE OFTEN

UNFAMILIAR WITH THE OPERATION OF THE NLP. IN SEVERAL INSPECTIONS

PERSONNEL KNEW HOW TO TURN ON THE LIGHTS BUT WERE UNFAMILIAR WITH

CHANGING THE STANDARD CONFIGURATION, TESTING THE SECONDARY FILAMENTS

AND ADJUSTING RELATIVE BRIGHTNESS BETWEEN DIM AND NORMAL.

B. NAVIGATION LIGHT FIXTURES. NAVIGATION LIGHT FIXTURE GASKETS WERE

MISSING OR WORN, LEADING TO WATER INTRUSION AND CORROSION OF

ELECTRICAL CONNECTIONS INSIDE THE FIXTURE ANOTHER COMMON DEFICIENCY

WAS GRAY PAINT AND CORROSION ON THE LIGHT SHIELDS.

C. BRIDGE WINDOWS HEATERS. NAVIGATION PERSONNEL DO NOT ALWAYS KNOW

HOW TO ENERGIZE THE BRIDGE WINDOW HEATERS. WINDOW WASHER MOTOR

HEATERS ARE OFTEN CONFUSED WITH WINDOW HEATERS.

D. BENCH MARKS. NUMEROUS SHIPS INSPECTED HAD PAINTED OVER BENCHMARKS.

IN SEVERAL CASES THE FORWARD BENCHMARK WAS MISSING AND THE JACK STAFF

WAS USED AS THE DEFAULT BENCHMARK.

E. SIGNAL LIGHTS. SIGNAL LIGHTS WERE OFTEN MISSING THE INTERNAL HEAT

SHIELD ON THE ELECTRICAL WIRING, AND SIGNAL LIGHTS HAD THE ELECTRICAL

POWER CABLE PULLED OUT FROM THE HOUSING, EXPOSING INTERNAL WIRING.

F. DIGITAL FLUX GATE MAGNETIC COMPASS. IN SEVERAL SHIPS WHERE THE

DFGMC WAS INSTALLED, THE MAGNETIC COMPASS WAS STILL PRESENT, CONTRARY

TO THE SHIPALT. THERE IS MUCH VARIATION IN WHEN THE SHIP SWING CHECK

FOR THE DFGMC IS CONDUCTED. SINCE IT IS AN "AS REQUIRED" PMS CHECK,

THE DFGMC IS NOT ALWAYS CHECKED FOR ACCURACY ON A REGULAR BASIS.

THIS SHOULD BE DONE AT A MINIMUM WHENEVER THE REMOTE SENSORS IN THE

DIGITAL COMPASS ARE IMPACTED BY CHANGES TO THE ELECTROMAGNETIC

ENVIRONMENT. ANY ADDITION OF A BRACKET, STANCHION, BOX, ETC. NEAR A

DIGITAL SENSOR COULD EFFECT THE DFGMC. REMOTE SENSORS SHOULD BE

CLEARLY MARKED AND SIGNS PLACED TO PREVENT PLACEMENT OF ANY METALLIC

OR MAGNETIC MATERIAL IN CLOSE PROXIMITY.


7. OPERATIONS SYSTEMS:

THE MOST COMMON RECURRING OPERATIONS DEFICIENCIES ARE:

A. CLIMBER SAFETY RAILS ARE NOT PROPERLY MAINTAINED. IN SOME

INSTANCES THE RAILING WAS EXCESSIVELY WORN AND REQUIRED REPLACEMENT.

IT IS TYPICAL TO SEE MULTIPLE INSTANCES OF MISSING PINS AND

HARDWARE. THIS IS AN ALARMING TREND AND A SAFETY ISSUE.

B. SRBOC PLATFORM NIGHT LOADING LIGHTS ARE OFTEN INOPERATIVE,

HAVE WRONG COLOR LENSES, OR ARE EXCESSIVELY DETERIORATED. THE

LAUNCHER "SAFE TO LOAD" LIGHT WAS INOPERATIVE ON ONE OR MORE

LAUNCHERS IN EVERY INSPECTION INTHE PAST YEAR.

C. AN/SPS-64 RADARS ARE UNRELIABLE. RADARS INSPECTED ARE TYPICALLY

NOT USED BY SHIP'S PERSONNEL TO NAVIGATE OR TRACK CLOSE CONTACTS,

EXCEPT WHEN REQUIRED TO DEMONSTRATE THE EQUIPMENT. IN MANY INSTANCES

SHIPS HAVE ACQUIRED A COMMERCIAL RADAR UNIT AND USE IT INSTEAD

OF THE AN/SPS-64.

D. ELECTRONICS COOLING SYSTEMS ARE NOT PROPERLY ALARMED. THE SENSORS

OR THE REMOTE ALARMS WERE INOPERATIVE. MOST OFTEN SENSORS WERE

SIMPLY OUT OF ADJUSTMENT OR CALIBRATION OR REQUIRED CLEANING.


8. NETWORKS:

INSURV INSPECTS SHIPBOARD NETWORKS ACCORDING TO REFS A (DITSCAP) AND B (ITSG, APRIL 99). THESE DOCUMENTS GIVE SHIPS CONSIDERABLE FLEXIBILITY IN CONFIGURING AND RUNNING A NETWORK, EVEN A STANDARD INSTALLATION SUCH AS ISNS (IT-21). IT IS THE SHIP'S RESPONSIBILITY TO HAVE DOCUMENTATION FOR THE NETWORK LAYOUT, FOR THE CONFIGURATION OF EACH PRINCIPLE COMPONENT OF THE LAN, AND FOR THE SECURITY SETUP OF THE NETWORK. THIS DOCUMENTATION SHOULD MATCH WHAT THE TYPE

COMMANDER HOLDS FOR THE SHIP. SPAWAR HAS UNDERTAKEN AN EXTENSIVE EFFORT TO COMPILE CONFIGURATIONS FOR EACH SHIP. WHEN THIS PROJECT IS COMPLETED INSURV WILL USE THAT CONFIGURATION DOCUMENTATION. BOARDS WILL CONTINUE TO ASK THE SHIP FOR ALL DOCUMENTATION HELD AND THEN ASSESS THE NETWORK ACCORDING TO THAT CONFIGURATION. THIS INCLUDES THE PHYSICAL AND LOGICAL TOPOGRAPHY, AS WELL AS SETTINGS FOR EVERY MAJOR COMPONENT IN THE LAN. FINALLY, BOARDS LOOK FOR

BEST INDUSTRY AND GOVERNMENT PRACTICES - PROCEDURES A NETWORK ADMINISTRATOR SHOULD BE DOING TO ENSURE DATA INTEGRITY AND NETWORK RELIABILITY. THESE INCLUDE THINGS LIKE ROUTINE BACKUPS, ADEQUATE FAULT TOLERANCE CONFIGURATIONS, SECURITY SETTINGS, AUDITING, LAN MONITORING, RECONFIGURATION PROCEDURES, ACCOUNTING PROCEDURES FOR SOFTWARE LICENSES, UPS CONFIGURATION, AND VIRUS DETECTION PROGRAMS.//
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