INSURV QUARTERLY SURFACE SHIP MESSAGE NR 002 (DEC 98)

R 291200Z DEC 98 

FM PRESINSURV NORFOLK VA//00//

TO RUENAAA/CNO WASHINGTON DC

     //N09/N096/N09B/N3N5/N4/N43/N45/N452/N454/N8/N85/

     /N86/N87/N88//

RUCBCLF/CINCLANTFLT NORFOLK VA//N01/N3/N43/N45/N46/N466//

RUCOMCC/CINCPACFLT PEARL HARBOR HI//N01/N3/N43/N45/N46/N466//

RUCBTFA/COMNAVSURFLANT NORFOLK VA

     //N00/N01/N3/N4/N41/N43/N44/N441/N6/N8//

RUWDEAA/COMNAVSURFPAC SAN DIEGO CA

     //N00/N01/N3/N4/N41/N43/N44/N418/N6/N8//

RUCOSSA/COMNAVAIRLANT NORFOLK VA//N00/N01/N3/N43/N45/N454/N8//

RUWFEAA/COMNAVAIRPAC SAN DIEGO CA//N00/N01/N3/N43/N45/N454/N8//

RUCBKMC/COMSUBLANT NORFOLK VA//N00/N01/N3/N4/N45/N451//

RHHMDBA/COMSUBPAC PEARL HARBOR HI//00/01/N3/N4/N45/N451//

RUCOGAR/COMSCLANT NORFOLK VA//N00//

RUWDXFH/COMSCPAC SAN DIEGO CA//N00/N3//

INFO RULSSEA/COMNAVSEASYSCOM WASHINGTON DC

     //00/00TA2/03/03B/03D9/03L/03L1/

     /03R1/91/91W/915/92TE//

RUBDPLA/COMSPAWARSYCOM SAN DIEGO//00//

RUBDPLA/PEO THEATER SURFACE COMABATENTS WASHINGTON DC

     //PMS400D/PMS400F//

RULSSBI/PEO EXW WASHINGTON DC//00//

RULSSBG/PEO MINEWAR WASHINGTON DC//00//

RUEOBED/COMSC WASHINGTON DC//N00//

RUCTPOA/CNET PENSACOLA FL//01/00X1//

RUWDXFH/MSC NFAF WEST SAN DIEGO CA//PM1W/PM1E/PM1WX//

RUCOGAD/MSC NFAF EAST NORFOLK VA//PM1EX/PM1EE//

RUCOMAT/MSC ENG DIR EAST VIRGINIA BEACH VA//N7E//

RUCTPOU/NETPDTC PENSACOLA FL//N34//

RULSAMS/NAVICP MECHANICSBURG PA//NAVICP-04//

RULSAMX/COMNAVSUPSYSCOM MECHANICSBURG PA//04/41/42/424/51//

RUWHTXG/COMINEWARCOM CORPUS CHRISTI TX//00/01/N3/N4/N43//

RUEARDK/NAVMEDLOGCOM FT DETRICK MD//03//

RULSBMS/NAVSURFWARCEN SHIPSYSENGSTA PHILADELPHIA PA//9750//

RUCOPAW/COMNAVSAFECEN NORFOLK VA//00/01/30/35//

RULSGMZ/SERVSCOLCOM GREAT LAKES IL//JJJ//

RUCOBRO/COMAFLOATRAGRULANT NORFOLK VA//00//

RUWDYAA/COMAFLOATRAGRUPAC SAN DIEGO CA//00//

RUDJABT/SWOSCOLCOM NEWPORT RI//00/03/33//

RUCCNON/COMNAVSURFRESFOR NEW ORLEANS LA//00//

RUWDXCG/INSURVPAC SAN DIEGO CA//00//

RUCOHAO/INSURVLANT NORFOLK VA//00//

RUCOQAM/FTSCLANT NORFOLK VA//00/4100//

RUWDHLU/FTSCPAC SAN DIEGO CA//00/405/405J//

BT

UNCLAS//N05100//

MSGID/GENADMIN/PRESINSURV/-/DEC//

SUBJ/INSURV QUARTERLY SURFACE SHIP MESSAGE NR 002//

REF/A/DOC/DON CIO/15JUN98//

REF/B/DOC/OSD/30DEC97//

REF/C/RMG/PEO TAD/250401ZAPR97//

REF/D/DOC/NSWC DAHLGREN/01SEP97//

REF/E/DOC/NAVSEA/04AUG97//

POC/XXXXXXXXX/CAPT/USN/SURFACE TRIALS 03/TEL: DSN 253-7539/

TEL:E-MAIL GLOVER"AT"INSURV.NOSC.MIL//

NARR/REF A IS INFORMATION TECHNOLOGY STANDARDS GUIDANCE, VERSION

98-1.1.  REF B IS DOD INFORMATION TECHNOLOGY SECURITY CERTIFICATION

AND ACCREDITATION PROCESS (DITSCAP).  REF C DETAILS CRITERIA FOR

ULM-4 RANGE LEVELS OF CERTIFICATION. REF D IS RADIO FREQUENCY

ISOLATION SELF TEST USER'S GUIDE. REF E IS NSTM  CHAPTER 081

(WATERBORNE UNDERWATER HULL CLEANING OF NAVY SHIPS).//

RMKS/1. FOR TYCOMS: REQUEST THIS MESSAGE BE READDRESSED FOR WIDEST

DISSEMINATION TO SURFACE UNITS AND ISICS.

2. THIS IS THE SECOND IN A SERIES OF QUARTERLY INSURV MESSAGES INTENDED TO  IMPROVE THE SURFACE FLEET'S MATERIAL READINESS BY PROVIDING CO'S INFORMATION THAT WILL HELP THEM MAINTAIN THEIR SHIPS.  THIS MESSAGE ADDRESSES THE FOLLOWING COMBAT SYSTEMS ISSUES:

- INFORMATION NETWORK INSPECTIONS

- SLQ-32

- PRAIRIE MASKER

3. INFORMATION NETWORK INSPECTIONS
A. INSURV HAS COMMENCED INSPECTION OF INFORMATION NETWORKS ON BOARD

SHIPS.  THESE INCLUDE BOTH CLASSIFIED AND UNCLASSIFIED SYSTEMS.  THE PURPOSE OF THE INSPECTION IS TO ASSESS COMPLIANCE WITH INFORMATION SECURITY PROCEDURES ESTABLISHED WITHIN DON AND DOD (REFS A AND B), AND TO PROVIDE A STATUS OF NETWORK OPERATIONS ON BOARD NAVAL VESSELS.  THE INSPECTIONS FOCUS ON FOUR AREAS AND THESE ARE AREAS WE RECOMMEND THE CO CONSIDER WHEN REVIEWING HIS SYSTEMS:

(1)  CONFIGURATION COMPLIANCE

(2)  OPERABILITY

(3)  MAINTAINABILITY

(4)  SECURITY

ASSESSMENT OF CONFIGURATION COMPLIANCE ADDRESSES WHETHER THE OPERATING SYSTEM FOUND ON BOARD MATCHES WHAT THE TYPE COMMANDER HOLDS TO BE THE SHIP'S INSTALLED CONFIGURATION.  THIS IS DONE TO ASSIST COMMANDS IN MANAGING CONTROL OF THE INSTALLATION PROCESS, AND TO ENSURE THAT ALL CONCERNED PARTIES KNOW THE CAPABILITIES OF THE INFORMATION SYSTEMS ON BOARD EACH SHIP. ALSO INCLUDED IN THIS

AREA IS THE QUALITY OF THE INSTALLATION; FOR EXAMPLE, CABLE LABELING, INSTALLATION DOCUMENTATION, PROPER SECURING OF PERIPHERALS, ETC.  THE OPERABILITY ASSESSMENT ADDRESSES HOW WELL THE SHIP IS MANAGING ITS OPERATING SYSTEM, I.E. HOW WELL SPEED AND RELIABILITY ARE OPTIMIZED.  THIS IS DONE TO PROVIDE A MEASURE OF HOW THE

INSTALLED NETWORK IS MEETING THE NEEDS OF THE COMMAND, AND HOW SUITABLE THE NETWORK IS FOR EXPANSION AND FUTURE GROWTH. NETWORK MONITORING IS USED TO DETERMINE IP ADDRESSING, PROTOCOLS IN USE, WORKSTATION LOAD, SOFTWARE APPLICATIONS USED, ETC.  MAINTAINABILITY LOOKS AT HOW WELL THE SHIP CAN MAINTAIN ITS OPERATING SYSTEM.  THIS INCLUDES ASSESSING THE ADEQUACY OF TEST AND REPAIR EQUIPMENT, SYSTEM DOCUMENTATION, AND PROFICIENCY OF USERS, ADMINISTRATORS, AND

MAINTAINERS.  THE AREA OF SECURITY LOOKS AT STANDARD NETWORK SECURITY PRACTICES SUCH AS SYSTEM BACKUPS, AUDIT POLICY, CONTROL OF USER ACCESS, SYSTEM MONITORING, VULNERABILITY ASSESSMENT, SOFTWARE LICENSING AND COMPLIANCE WITH THE DOD INFORMATION TECHNOLOGY SECURITY CERTIFICATION AND ACCREDITATION PROCESS (DITSCAP) PER REF B. 

B. NETWORK INSPECTIONS COMMENCED IN JUNE.  THESE ARE THE COMMON

DISCREPANCIES WE'VE FOUND THAT CAN BE USED BY THE CO'S TO REVIEW

THEIR SYSTEMS:

  - INADEQUATE ENCLOSURE VENTILATION FOR ATM SWITCHING DEVICES;

  - INOPERATIVE OPTICAL BYPASS SWITCHES (TO SHIFT FROM PDC TO BDC);

  - LACK OF BACKUP DOMAIN CONTROLLER;

  - INABILITY TO ESTABLISH SWITCHED VIRTUAL CIRCUITS IN AN ATM VLAN

    ENVIRONMENT;

  - UPS PROTECTION FOR SWITCHES BUT NOT DOMAIN CONTROLLERS;

  - LACK OF BACKUP POWER SUPPLY;

  - NO LICENSES HELD FOR NETWORK SOFTWARE;

  - EXCESSIVE APPLICATIONS LOADED ONTO SERVERS;

  - SOFTWARE NOT FUNCTIONING IN AN NT ENVIRONMENT;

  - INADEQUATELY TRAINED USERS, ADMINISTRATORS, AND MAINTAINERS;

  - LACK OF SUFFICIENT TEST AND REPAIR EQUIPMENT;

  - LACK OF SYSTEM DOCUMENTATION;

  - LACK OF HARD-COPY LOGS TO SUPPORT SYSTEM RELOADS/

    RECONFIGURATIONS;

  - LACK OF LOGISTICAL SUPPORT;

  - BACKUP PROCEDURES NOT FOLLOWED;

  - FILE SERVERS NOT Y2K COMPLIANT;

  - INFORMATION SYSTEMS SECURITY MANAGER (ISSM) NOT DESIGNATED;

  - DITSCAP PROCEDURES NOT INITIATED;

  - CABLES AND DROPS IN PLACE THAT DO NOT EXIST ON DRAWINGS;

  - CONFIGURATIONS ALTERED WITHOUT AUTHORIZATION;

  - NO CLEAR DELINEATION OF RESPONSIBILITY FOR NETWORK MANAGEMENT/

    MAINTENANCE;

  - LACK OF JMCIS LOAD PLAN;

  - UPS BATTERY LIFE NEAR DEPLETION;

  - NO BASELINE ESTABLISHED FOR THE OPERATING SYSTEM;

  - NO HARD COPY HELD FOR JMCIS TDP DEFAULT COMMS CHANNEL SETTINGS;

  - 486SX/25MHZ COMPUTER BEING USED AS FILE SERVER VICE IT-21

    COMPLIANT SYSTEM;

  - UNCONTROLLED ACCESS TO SERVERS.

4. AN/SLQ-32(V)3/4/5
A. DURING CY 98 INSURV OBSERVED 21 ULM-4 RANGE RUNS OF THE AN/SLQ-32(V)3/4/5 SYSTEMS.  OF THOSE, 9 SYSTEMS FAILED TO MEET LEVEL 1 OR 2 CRITERIA PER REF C.  A MAJOR FACTOR CONTRIBUTING TO SYSTEMS PERFORMING BELOW STANDARDS IS LOW HIT COUNT AND LOW EFFECTIVE RADIATED POWER (ERP).

B.  WHILE NOT A PMS REQUIREMENT, RADIO FREQUENCY ISOLATION SELF-TEST

(RFIST), DESCRIBED IN REF D, PROVIDES A USEFUL METHOD OF ANALYZING RECEIVER-TO-TRANSMITTER ISOLATION REQUIREMENTS FOR ACTIVE ELECTRONIC WARFARE (EW) SYSTEMS.  IT PROVIDES THE INFORMATION NEEDED TO MOST EFFECTIVELY BALANCE ELECTRONIC NOISE FOR A SHIP BASED ON TOPSIDE CONFIGURATION, SYSTEM CONFIGURATION AND SOFTWARE.  A STAND-ALONE PROGRAM, RFIST EMPLOYS THE SLQ-32'S OWN RECEIVERS AND TRANSMITTERS TO CONDUCT THE MEASUREMENTS.  SHIP'S COMPANY CAN ACCOMPLISH RFIST IN

FIVE TO SIX HOURS, WITH FLEET TECHNICAL SUPPORT CENTERS PROVIDING SUPPORT AS DESIRED.  AN EMITTER-FREE ENVIRONMENT IS REQUIRED DURING THE TESTING.

C.  ACCOMPLISHING RFIST SHOULD IMPROVE THE AN/SLQ-32(V)3/4/5 HIT COUNT AND ERP WHICH SHOULD BE REFLECTED IN BETTER ULM-4 RANGE PERFORMANCE.  WE FIND THAT FEW SHIPS HAVE ACCOMPLISHED THIS SELF-TEST.

D.  RFIST CAN PROVIDE ANOTHER BENEFIT.  DURING ACTIVE EA ENGAGEMENTS

THE TRANSMITTER IS RADIATING ENERGY AT THE SAME TIME THAT THE RECEIVER IS DETECTING ENERGY.  IN A PERFECT WORLD, NONE OF THE RADIATED ENERGY WOULD BE DETECTED BY THE RECEIVER.  HOWEVER, IN REALITY A SIGNIFICANT PORTION OF THIS ENERGY IS DETECTED DUE TO SENSITIVITY OF THE RECEIVER COMPARED TO HIGH POWER OUTPUT OF THE TRANSMITTER; RADIO FREQUENCY (RF) LEAKAGE WITHIN THE ANTENNA ENCLOSURE; AND MOST IMPORTANTLY, REFLECTIONS FROM SUPERSTRUCTURE, STANCHIONS, DECK EDGES AND OTHER SURFACES.  DUE TO THE NATURE OF RADAR RECEIVERS AND IN ORDER TO MAKE THE MOST EFFICIENT USE OF SYSTEM RESOURCES, EA WAVEFORMS OFTEN RESEMBLE THOSE OF THE THREAT BEING ENGAGED.  BECAUSE OF THIS, DETECTED REFLECTIONS CAN BE INTERPRETED BY THE AN/SLQ-32(V) AS AN ADDITIONAL THREAT.  WHEN THIS HAPPENS, THE

SYSTEM PROCESSING LOAD INCREASES, THE OPERATOR HAS A NEW "THREAT" TO

DEAL WITH, AND SCARCE RESOURCES HAVE TO BE SHARED FURTHER.  IT IS EVEN POSSIBLE THAT THIS FALSE THREAT COULD BE ENGAGED.

E.  THE MOST DESIRABLE MEANS OF DEALING WITH THIS TYPE OF PROBLEM IS

TO REDUCE THE AMOUNT OF ENERGY REFLECTED BACK TO THE RECEIVER.  IT

COULD BE DEALT WITH BY MODIFYING THE SHIP'S STRUCTURE TO REDUCE

SOURCES OF REFLECTION AND BY COVERING OR MASKING SOME OF THOSE

SOURCES WITH RADAR ABSORBING MATERIAL (RAM).  HOWEVER, THIS IS NOT

FEASIBLE IN MOST CASES AND COULD NOT COMPLETELY ELIMINATE THE PROBLEM

IN ANY CASE.  THEREFORE OTHER MEANS ARE NECESSARY.

F.  THE AN/SLQ-32(V) WAS DESIGNED WITH A PROCESS CALLED DYNAMIC

THRESHOLD LEVELING OR DTL.  DTL CONSISTS OF REDUCING RECEIVER

SENSITIVITY DURING THE TIME PERIOD WHEN REFLECTIONS ARE OCCURRING AND

ONLY IN THE AMOUNT NECESSARY TO PREVENT DETECTION OF THOSE

REFLECTIONS.  WITH NO OR INADEQUATE DTL, THE SYSTEM DETECTS BOTH

REFLECTED ENERGY AND EMITTER PULSES NOT MASKED BY REFLECTED ENERGY.

WITH CORRECT DTL, REFLECTED ENERGY IS BLOCKED WHILE HIGHER POWER

EMITTER PULSES AND PULSES BETWEEN EA PULSES ARE DETECTED.  FINALLY,

WITH EXCESSIVE DTL, BOTH REFLECTED ENERGY AND HIGH LEVEL EMITTER

PULSES ARE BLOCKED, ALTHOUGH EMITTER PULSES BETWEEN EA PULSES ARE

DETECTED.

G.  RFIST DETERMINES THE AMOUNT OF RECEIVER DESENSITIZATION REQUIRED

TO ESSENTIALLY ELIMINATE FALSE EMITTERS CAUSED BY REFLECTIONS.  WE

STRONGLY RECOMMEND CO'S PERIODICALLY ACCOMPLISH THIS SELF TEST.  IT

SHOULD RESULT IN A MORE COMBAT READY SYSTEM AND IMRPOVED ULM-4 RANGE

PERFORMANCE.

5.  PRAIRIE MASKER SYSTEMS

A.  FROM CY 98 INSURV UNDERWAY MATERIAL INSPECTIONS (UMI) FOUND 21

OF 21 CG/DD/FFG PLATFORMS DEGRADED IN ASW-8 (DISNEGAGE, EVADE, AVOID,

DECEIVE SUBMARINES) DUE TO SIGNIFICANT PRAIRIE MASKER (PM) SYSTEM

DEFICIENCIES.  THE MAJOR CULPRITS WERE CLOGGED MASKER BELTS AND

INOPERATIVE OR SEVERELY DEGRADED REGULATOR VALVES.  OTHER SIGNIFICANT

DEFICIENCIES INCLUDED PM COOLERS (SEVERELY CORRODED ZINC ANODES AND

CLOGGED TUBES); LOW POINT DRAINS (ORIFICE PLATES CLOGGED, DRAIN

VALVES CLOSED/THROTTLED, AND WATER BACKED UP IN THE PIPING); PORTABLE

AIR FLOW METERS MISSING OR INOPERATIVE; AND FLOW MEASURING GAUGES

INOPERATIVE.

B.  THE CG/DD/FFG BLEED AIR AND PRAIRIE MASKER SYSTEMS REQUIRE

CONSIDERABLE ATTENTION.  THE EFFECTS OF SEAWATER INTRUSION, HIGH

TEMPERATURE AND SALT-LADEN AIR ALL CONTRIBUTE TO THE RAPID

DETERIORATION OF THE SYSTEM COMPONENTS.  ONE KEY TO MAINTAINING THESE

SYSTEMS IS TO OPERATE THEM FREQUENTLY.  DISCUSSIONS WITH SHIP'S FORCE

DURING INSPECTIONS INDICATE THE SYSTEMS ARE NOT OPERATED EXCEPT WHEN

ABSOLUTELY NECESSARY (E.G. INSURV, NAVSSES VISITS, ETC).  PMS

SITUATIONAL REQUIREMENT ("R") MRCS TO CYCLE COMPONENTS AND VERIFY

SYSTEM OPERATION ARE NOT DONE AS OFTEN AS REQUIRED.  THE MAJORITY OF

CHECKS REQUIRE LESS THAN 10 MINUTES TO ACCOMPLISH.  WE RECOMMEND CO'S

REVIEW WHETHER THESE PERIODIC CHECKS ARE BEING DONE.  BELOW ARE SOME

EXAMPLES:

(1) TEST OPERATE PM SYSTEM CONTROLS AND VALVES (R-1).  THIS CHECK IS

REQUIRED PRIOR TO UNDERWAY.  DURING PMS SCHEDULE REVIEWS, IT IS

RARELY MARKED OFF PRIOR TO UNDERWAY PERIODS, NOR DO SHIPS PERFORM IT

PRIOR TO GETTING UNDERWAY FOR UMI.

(2) CYCLE BLEED AIR SYSTEM SOLENOID VALVES (R-5W).  THERE IS LITTLE

EVIDENCE THAT THIS CHECK IS BEING ACCOMPLISHED AS OFTEN AS REQUIRED.

(3) CLEAN AND INSPECT COOLER ZINC ANODES (S-1).  THIS CHECK WAS

CHANGED FROM QUARTERLY TO SEMI-ANNUAL IN SFR 1-98.  IN CY 98 TO DATE,

75% OF SHIPS INSPECTED BY INSURV HAD ZINC ANODES THAT WERE GREATER

THAN 50% ERODED.

4) MEASURE MASKER FLOW RATES (R-4Q).  MOST SHIPS HAD DIFFICULTY

PERFORMING THIS MRC AND REQUIRED ASSISTANCE TO PERFORM DURING UMI.

PM ISEA INDICATES THAT EACH SHIP SHOULD HAVE THE REQUIRED FLOW METERS

ON BOARD.  INSURV HAS NOTED THAT MANY SHIPS ARE NOT AWARE OF THE

REQUIREMENT FOR METERS, OR THE METERS/INSTALLED GAUGES WERE

INOPERATIVE.

(5) CLEAN/INSPECT SYSTEM LOW POINT DRAIN ORIFICES (R-7Q).

INSPECTIONS INDICATE THAT IT IS NOT BEING ACCOMPLISHED AND ATTACHED

EGLS ARE USUALLY INCOMPLETE.  THE SYSTEM DRAIN VALVES ARE OFTEN

CLOSED/THROTTLED, THE ORIFICES ARE CLOGGED, AND THE PIPING IS FILLED

WITH WATER.

(

6) INSPECT CHECK VALVES (A-11).  MRCS DON'T HAVE EGLS AND ON TWO

SHIPS IN 1998, SHIP'S FORCE HAD TO BE SHOWN WHERE THE VALVES WERE

LOCATED.

C.  THE MASKER BELT FRESH WATER FLUSH WAS DELETED FROM PMS

REQUIRMENTS, AS A STUDY FOUND THAT IT DID LITTLE TO PREVENT FOULING

OF

THE MASKER BELTS FROM SEA GROWTH.  THEREFORE, CLEANING AND FREQUENT

OPERATION IS EVEN MORE ESSENTIAL.

D.  FURTHER RECOMMENDED CO ACTIONS INCLUDE:

  - MONITOR SYSTEM FLOW RATES.  THIS PROVIDES THE BEST INDICATION OF

SYSTEM PERFORMANCE, AND IS THE SUREST INDICATOR OF UNDERWATER

CLEANING REQUIREMENTS.  WHEN MASKER FLOW RATES ARE BELOW MINIMUM

PARAMETERS, THE BELTS SHOULD BE CLEANED.

  - UNDERWATER AND DRY DOCK CLEANING.  CLEANING PROCEDURES ARE DETAILED

IN REF E.  CLEANING INVOLVES A COMBINATION OF EXTERNAL AND INTERNAL

HYDRO-BLASTING OF THE BELTS.  FLOW RATES AFTER CLEANING SHOULD BE

MEASURED WHILE UNDERWAY TO VERIFY CLEANING WAS PROPERLY ACCOMPLISHED.

  - REGULATOR VALVE AND EMITTER BELT CHECK VALVE MAINTENANCE.  THE

REGULATOR VALVES SHOULD BE CYCLED AS FREQUENTLY AS POSSIBLE TO ENSURE

THAT THE VALVES OPERATE CORRECTLY AND IDENTIFY PROBLEMS EARLY.

  - OBTAIN AND USE THE PROPER AIR FLOW METERS.

  - KEEP LOW POINT DRAIN ORIFICE PLATES CLEAN AND DRAIN VALVES OPEN.

NAVSSES REPORTS THAT 60-80% OF VALVE FAILURES ARE ATTRIBUTABLE TO

SEAWATER INTRUSION IN THE SYSTEM.  KEEPING THE LOW POINT DRAIN

ORIFICE PLATES CLEAN AND DRAIN VALVES OPEN, AS WELL AS MAINTAINING

EMITTER BELT CHECK VALVES AND MONITORING THE CONDITION OF PM COOLERS,

CAN HELP PREVENT WATER INTRUSION.//

BT

